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Research Scope

(Introduction)

GENERAL CONCEPT OF TODAY’'S WEB

- High-tech Web Servers.

- Hosts Web Service and Resources.
- Transparent Access to the Clients.
- Neutral towards diverse clients.

TRANSPARENT
ACCESS

_\\,

Web Server

WEB SERVICES

- Specialized functions
- Internal process

- Access interface

- Private Data .
- Multimedia e >
- Websites .

-

RESOURCES ~

MOBILE WEB SERVER
IP Access to Mobile Nodes

CONSUMER + PROVIDER

CONSUMER + PROVIDER

Mobile
Web Server

Consume

Web Server

Mobile
Web Services

Mobile
Web Services

Publish + Sear& — ﬂublish + Search
Web Service

Broker

P2P Mobile Web Services




Research Scope

(Evolution of the Mobile Web Server Architecture)

,————————————————

MOBILE APPLICATIONS \

REST Messaging 2
Framework

SOAP Messaging
I Framework

Web Server

Mobile
Web Services

Mobile Web Server Architecture

Asynchronous
Commumcatlon
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Service Management
T Architecture

MOBILE NODE

* . Synchronous Asynchronous
NOT Services Services

e Service Deployment Architecture

MOBILE
- PHONES! OASIS (4] 2> ASYNCHRONOUS SERVICE
p—_ SEVERAL PROTOCOL ACCESS PROTOCOL
BINDINGS




Multi-Interfaced Mobile Web Services

(SOAP Services on Mobile Devices)

Thick Clients Activity Oriented XML Based only! High Payload (WS-*) Processing Demands ® m m m

i SOAP Envelope 1
! . 1
o0 i ~—_ - .
c SOAP CLIENT | S ) SOAP SERVER
o0 - Construct Req. SOAP RS A= : - Receive SOAP Envelope
© - Embed Custom XML i <SO/|\P_HEADER s _ 1 - Parse Req. SOAP
3 - Conform to WS-* ]\ al = WS__ Spg_f:__lflcatnons ; - Parse Embedded XML
é’ - Send SOA™ g -
- Receiv” h
o & _Pars . SOAP
< 4 -Pa 'stom XML
O - P X
v J = pe
GLOBAI I SV a2 e A aaaer a2
STANDAF
!
.
"-/‘ ' ,,,,,,,,,,,,,,,,,,,,,,,,
CLIu
« TP Req.
, _ ggﬂﬁl'as H > Request URL
- | T, - S
m - Receive Response \} F. CUSTOMIZED-PAYLOAD :ql - Send as HTTP Resp.
- Parse HTTP Res".. Qo e e ]

Thin Clients  Resource/Activity Oriented Format Neutral WWW-like Access Light-weight E E E =

- Ly Fahad Aijaz, ComNets,



Multi-Interfaced Mobile Web Services

(Service as a Resource - SaaR)

\ FUNDAMENTAL PRINCIPLE
Nota Identify the network resources using URLSs!
Standard...
..but it
e Map the request action to HTTP Methods!
standard
presentational tate ransfer
Every resource Resources
) E :\le:_l“_:_?\::l(_ r;e(s;\;:rjs; GIF changes the client’s are transferred
xample: ' ’ P state using HTTP
- World Wide Web is RESTful!
Architecture
style... State

..analogous to
Client-Server
S

\\_/

http://comnets.rwth-aachen.de/fah.html

Transfer Representation
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Services as a Resource (SaaR)

(Defining Synchronous & Asynchronous Access)

SERVICE
SYNCHRONOUS ACCESS IDENTIFIES THE

rest comnets. de LocatlonServzce REQUESTED
ACTION...

..BY USING HTTP
__ METHODS

GET POST PUT DELETE

- FETCH - UPDATE - INSERT - REMOVE ~ N \

THE SERVICE
ASYNCHRONOUS ACCESS DEVELOPER
DEFINES...
rest comnets. de aLocatzonServzce Factory ..WHICH
_________________ METHOD MEANS
HTT:// “ rort YAl servics JA _ WHATACTION

____________________________________________________________

___________________________________




Research Scope =2 Quick Recap

(Evolution of the Mobile Web Server Architecture)

,————————————————

) * MOBILE APPLICATIONS \

‘ OpenGridForum
OPEM FORUM | OPEM STAMNDARDS
REST Messaging
Framework

1

I - WEB SERVICE
AGREEMENTS SOAP Messaging
I Framework

Web Server Service Level Agreements Framework
I

Mobile
Web Services

Mobile Web Server Architecture

Asynchronous

Communication

Architecture
4—

AGREEMENT
PROTECTED Sorvice M
SERVICES ervice Management
MOBILE NODE Architecture
L ]
4
. Synchronous N o AN 3 Asynchronous
NOT Services . Services

M(())l\g-I{E Service Deployment Architecture
- PHONES! /ASIS (<) > ASYNCHRONOUS SERVICE
~— SEVERAL PROTOCOL OASIS ACCESS PROTOCOL
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Service Level Agreements (SLA) Framework

(Phases and Life Cycles)

- The functions of the SLA architecture are classified | |
into 4 distinct phases

- The SLA phases executes 4 distinct life cycles

based on the incoming mobile Web Service
requests ACCESS

Service Level Agreements Framework DIRECT PHASE

—> The SLA negotiation is based on
the Web Service Agreement
standard of the Open Grid
Forum

- The standard is
Optimized to define
the SLA messaging

~\ A\
N/ N/

Agreement Offer Service Invocation

for mobile nodes Agreement ------- Life Cycle - - - - - -- Agreement ------- Life Cycle - - - - - QoS Disposal
Creation Evaluation Monitoring Monitoring
- The SLA framework 4
is compatible with A\ A~
the RES'Ttanfd SOAP Ter[:p;ate INTER-PHASE Agr':er/nent
access interfaces
Acquisition LIFE CYCLES Disposal
' Life Cycl
- Based on the Life Cycle e Cycle

synchronous and I
asy}rll_f;hrttmous server | INTERNAL PHASE | I
architecture LIFE CYCLES
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Agreement Creation Phase

(Template Acquisition Life Cycle)

A) TEMPLATE WITH VALIDITY B
o B) MUST BE USED BEFORE EXPIRY
B C) AUTOMATED DELETION
—s (DISPOSAL MONITORING) way
Ly Cpedr RESIDE IN
e @ THE CLOUD
OR THE
MOBILE
A) READS & MANIPULATES THE TEMPLATE T - JODE
B) GENERATES A UUID FOR THE CLIENT Mobile I
C) SAVES A COPY AGAINST THE UUID Web Server
D) DISPATCHES THE TEMPLATE | ‘J

<quiz*
=qgques Lim=

EXAMPLE REST REQUEST
‘ http://mobile.comnets.de/FetchTemplate

who was the forty-second
president of the U.5.A.2
</question>

<BNSWEr>

willian Jefferson Clinton
<fansuer>

rd

< uu’ R
Ll m
SERVICE PROVIDER’S

AGREEMENT TEMPLATE

=k Y
UUID + AGREEMENT TEMPLATE P

DERIVED FROM
MOBILE WEB SERVICE THE WEB
CLIENTS FETCH TEMPLATE SERVICE
SYNCHRONOUS AGREEMENT
MOBILE WEB SERVICE

— STANDARD
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Agreement Creation and Evaluation Phase

(Agreement Offer Life Cycle)

AGREEMENT
CREATION

v

A) VERIFY UUID
B) NOTIFY THE CLIENT PHASE
pey C) TRANSITIONS TO COMPLETED
1.::“ THE EVALUATION
‘m PHASE (IF VARIFIED)
e @
Mobile
A) READS THE : Web Server
AGREEMENT TERMS Ry >0
B) PREPARES AN = ‘_ e / %dé
AGREEMENT OFFER NOTIFICATION — s Verificati
—= — s (| Verification
AGREEMENT =i
OFFER :izzwecee | . Evaluation
i 'm
C) SENDS THE OFFER \l
AS AN __
ASYNCHRONOUS ' .
REQUEST THIRD-
(A) EVALUATE OFFER AGAINST PARTY
. EVALUATION
NP » | N THE RELATED TEMPLATE S POSSIBLE!
READY FOR MOBILE WEB SERVICE 6% B) ACCEPT/REJECT THE L
c ofvi%‘ﬁgﬁl o CLIENTS THE CLOUD AGREEMENT OFFER
OR THE AGREEMENT
N (IF MOBILE J C) SAVE (IF ACCEPTED) & EVALUATION
ACCEPTED) ~  NODE s NOTIFY
— — L _/ & PHASE STARTED
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Agreement Evaluation and QoS Monitoring Phase

(Service Invocation Life Cycle)

" H
il ey i

- ACTIVE
Y o 4 & o ol vt
* Servicr Ervoceiion mIUP:'.:“lTlL Tor l',' yzmnd InStantI.y
U R Ry T ikl 8T = efective
fmhérr;lef erson Clinten Z
. = <
. A =
= “ PENDING
SERVICE e
Scheduled
AGREEMENT .
VERIF
Y
. UuID
)bile Web Server

Evaluation

Verlf catlon

‘ Qos

Monitoring

NOTIFICATION _

For asynchronous services only!

_ QoS VIOLATIONS _

I
5 -

—

THIRD- I

(A) SERVICE PROVIDER SPECIFIES THE AR :

QoS HANDLERS (DEPLOYMENT) POSSIBLE I

O e s 1B B) READS THE SERVICE SETTINGS !

C) STARTS THE ASSOCIATED QoS HANDLERS
D) HANDLERS MONITORS AND ACTS ON QoS
\ VIOLATIONS

IMMEDIATE
INVOCATION

SCHEDULED
INVOCATION

o ———
- = = =

A) EVALUATE REQUEST AGAINST
THE ESTABLISHED AGREEMENT

B) VERIFY INVOKE COUNT &
INVOKE INTERVAL (DEFAULT)

C) INVOKE/SCHEDULE SERVICE

D) INITIATE QoS MONITORING

v

AGREEMENT
EVALUATION
PHASE

COMPLETED

QoS
MONITORING
PHASE
STARTED

ComNets
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MOBILE WEB SERVICE
CLIENTS

Disposal Monitoring Phase

(Agreement Disposal Life Cycle)

AGREEMENT TEMPLATE

CLIENT - CONTROLLED

AUTOMATIC DISPOSAL

VERIF
Y
UuID
s

-

ylobile Web Server

3

Client - controlled only!

Verification

Disposal

Client - controlled only!

Monitoring

e|2 S

Monitoring

(A) PERIODICAL CLEANUP CYCLES IN AUTOMATIC
DISPOSAL

MONITORED AS EXPIRATION CRITERIA
D) DISPOSES TEMPLATES, AGREEMENTS & CLIENT
RECORDS (UUID)

ComNets

C) ONE PROCESS FOR ALL AGREEMENTS

B) LOOKS FOR EXPIRED AGREEMENTS & TEMPLATES
C) END DATE OF AN AGREEMENT AND INVOKE COUNT IS

SPECIFIED BY THE SERVICE
PROVIDER DURING THE
SERVICE DEPLOYMENT

DEFAULT

FOR CLIENT

CONTROLLE
D ONLY

-

‘3 PRECONDITIONS

L
CLIENT IS
ALLOWED

SERVICE NOT IN
EXECUTION
[ ]

> |

TOAVOID N _J

QoS &
AGREEMEN

T
VIOLATION
=~ RISKS

el

J

SERVICE PROVIDER
MAY SPECIFY THE
CLEANUP INTERVAL
FOR AUTOMATIC
PROCESS




Performance Evaluation - 1/3

(SYNCHRONOUS > Mean Server Processing Latency)
SOAP REQUEST

MEAN LATENCY AND STANDARD DEVIATION OF SOAP SERVER OVER 100 REQUESTS

<30AP BNV Erelope 52r SOAP Server
aminsasi=http/ fererererd.org/ 2001 AAMLSchema- instance 4t | __ _
wmin e xd=hp: A furvrwr e, org/ 200 1/ ¥ ML Schansn Y Mean o
amins: SOAP-ENC=http://achamasaml s04p.0rg/f0ap,/ encoding/ £ standard Dewiation 2664 ms
mine SOAR-ENV=httn:/ /schamas.xmleosn.org/ soap fervel aps /> 40 )
<B0AP-ENV: Bady SOAP-BNV: encodingStyle=hitp:// schemas xwlsosg.arg/soap/sncoding/> 2 a6 ] dhi7 s
b =122 CERE | I R R AN IR | RN | DR NN | B YRS | I B i
<achoService xmins="urn:Services” Id="00" S0AP-ENC:root="1"> T;D
<ServicaType xmins="" xst type="xst: string">Synchronms«</ServicaType> =yl Y N | RPN ., S | T | A I | W} |
5 24
<Cantent Dafa xlng="" xel: type="xsd: Cantext Data"> SRR VLR TR T TR LR (LA TR TR R
<f— uswr-cfined Irgut XKL elmanis —» % 16 6.47 ms
< /ContaxtDaks> =
£ 12
</achnSa-ricas “ g
X
</SOAP-BNV:Bady>
</S0AP-ENV:Huwel ape> 0 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 00 95 100

~ 2 TIMES No.of Request
FASTER!

ATENCY AND STANDARD DEVIATION OF REST SERVER OVER 100 REQUESTS

REST REQUEST ""'_i _;__ ;::nazard Deviation 12.35 ms

\

re‘st.comnets.de edro Semce ----------------------------------------------------------------------------------------------

————————————————————————————————————————
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Performance Evaluation - 2/3

(ASYNCHRONOUS - Mean Server Processing Latency)

<SOAP-ENV:Envelope
xmins:xsizhttps/ /www.w3.0rg/2001/XMLSchema-instance MEAI‘\J LATE?JCY ANP STANPARD D‘EVIATI‘ON OF THE ASY‘NCHR(‘)NOUS §0AP SF‘.R‘;VER
xmlns:xsd=http://www.w3.0rg/2001/XMLSchema R | | | |-
Ins:SOAP-ENC=http://sct ! org/soap/ ding/ 1204 Asynchronous SOAP Server |~ [ S T
Ins:SOAP-ENV=http://sch 1 org/soap/ lope/ _| ===== Mean | | | |
1 "http://sct .xml .org/ws/2004/08/addressing"™> & o0 | . - ! | | |
<SOAP-ENV:H;2Jd£(-> p.org/ws/! /08/ g 11077 Standard Deviation ittt T 7‘7,
<wsa:To>http://soap.comnets.de:9090/soaprpc</wsa:To> —_ I [ S A
F <wsa:Action> urn:Services#aEchoService</wsa:Action> g o i 7‘ ‘T76.Bfms r : ‘T : B
<wsa:Messageld>uuid:ffb471ec-194-1cb37664-125c53c2</wsa:Messageld> = 90 L _____ ]_[]Jiml P T
m <wsa:ReplyTo> 9 . R : ! .
Address>http://soap. de:40985 /soaprpc</wsa:Address> 2 80 Il e el TR B RERR_BRL
m </wsa:ReplyTo> 3 - -
</SOAP-ENV:Header> ] 70 - - I ImIRIiEjiLiialaLirmunli e
: <SOAP-ENV:Body SOAP-ENV:encodingStyle=http://schemas.xmlsoap.org/soap/encoding/> an . .
O) : - e - £ N aeims
<aEchoService xmlns="urn:Services" id="00" SOAP-ENC:root="1"> 4] ) B
<ServiceType xmlns: S so SMEHEHI LI B I At L -
m <MethodType xmlns=' tring">Factory</MethodType> =
<createlnstanceRq xmlIn reatelnstanceRq"> E: ) B
m <Startl i lean">true</Startl diatel g 4077' 11 TELERRtentinaetinneinintiinntinninn 11 777
<ObserverEPR xsi:type="xsd:string"> 5 so JLHELA LI e L L L e e
m http://soap.comnets.de:40985 /soaprpc 2
</ObserverEPR> ) N
< <Name xsi:type="xsd:string">aEchoService</Name> o v lentdnnlonitindiobidoodeitontdnitontanitontinglis
<Subject xsi:type="xsd:string">Echo Service</Subject> - N \ : -
o <Description xsi:type="xsd:string">aEchoService Description</Description>
m <ContextData xsi:type="xsd:ContextData"> \ 5 - 10 - 15 - 20 - 25 - 30 - 35 - 20 - 45 - 5(‘)‘

No. of Requests

<!- user-defined input XML elements -->
</ContextData> ~

</createlnstanceRq>

</aEchoService> ’ FAS T E R

</SOAP-ENV:Body>

ATENCY AND STANDARD DEVIATION OF THE ASYNCHRONOUS REST SERVER

T T T T T T T T T T

Asynchronous REST Server | |

</SOAP-ENV:Envelope> . - Mean TS R
I Mean | -
~ ~ ~  Standard Deviation 1
g S S T T | |
rest.comnets.de aEchoService Factory T WV L
‘ | I-
,,,,,,,,,,,,,,,,,,,,,,,, 1o __L
| I
| |
Asynchronous CreatelnstanceRq T r
I P N 5 - - Yo 1N 1
<createlnstanceRq xmlns="" xsi:type=":createlnstanceRq"> | |
<StartImmediatelyxsi:type="xsd:boolean">true</Startimmediately> | 1
********************* T

<ObserverEPR xsi:type="xsd:string">
http://rest.comnets.de:9090/aEchoService/Asynchronous/Observer/createlnstanceRs

</ObserverEPR>

<Name xsi:type="xsd:string">aEchoService</Name>

<Subject xsi:type="xsd:string">Echo Service</Subject>

<Description xsi:type="xsd:string">aEchoService Description</Description>

<ContextData xsi:type="xsd:ContextData">
<!- user-defined input XML elements -->
</ContextData>

REST REQUEST

</createlnstanceRq>




Performance Evaluation - 3/3

(Server Utilization Analysis)

SYNCHRONOUS ASYNCHRONOUS
MOBILE WEB SERVER MOBILE WEB SERVER

INFLUENCE OF INCREASING ARRIVAL RATE ON THE SERVER UTILIZATION INFLUENCE OF INCREASING ARRIVAL RATE ON THE SERVER UTILIZATION
OF SOAP AND REST SYNCHRONOUS MOBILE SERVERS OF SOAP AND REST ASYNCHRONOUS MOBILE SERVERS

: : ‘ ; ‘ 100 ‘

- | [ 4 |
_ —&— SOAP S 0
~90% g - T >90%
i SOAP Server - 7 S IR 0 B S R

70F-——- e

~tion (%)

<45%

Percenta je Utilization (%)

Percentage Ut~

|
|
L 1 L Il L L L L L L Il L
60 80 100 120 140 160 180 20
Arrival Rate (Requests / s)

|
|
P B R .
100 120 140 160 130

Arrival Rate (Requests / s)

CAPACITY INCREASE - approx. > 8 TIMES CAPACITY INCREASE - ~ 5 TIMES

REST
SERVER
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Conclusion

e SLA framework provides a layer of protection for mobile Web Services
e WS Agreement standard is optimized for SLA negotiations in mobile computing

e A comprehensive SLA architecture is developed on top of synchronous and
asynchronous mobile Web Services

— Classifies its function into 4 distinct life cycles
— Supports the creation of active and pending agreements
— Allows client-controlled and automatic disposal functions

e Supporting architecture for the QoS monitoring and agreement evaluation is
provided

e Integration of the third-party QoS handlers and agreement evaluations is
possible

* The multi-interfaced SLA negotiations are supported through SOAP and REST
access interfaces

e Performance of the SLA framework is independent of REST and SOAP

e REST architecture of the Mobile Web Server shows promising performance
improvements
— SYNCHRONOUS SERVER: ~ 2 times faster, approx. > 8 times capacity increase
— ASYNCHRONOUS SERVER: ~5 times faster, ~ 5 times capacity increase
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