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Agenda 

 Application Scenario and Problem Statement (Secure Routing 

Vulnerabilities) 

• Limitations of IEEE 802.11i/s 

 Existing Secure Routing Proposals 

• Deployment Impediments 

 PASER (Assumptions, Goals, and Building Blocks) 

 Selected Results 

• Experimental Analysis of the Wormhole Attack 

 

 PASER: Position Aware Secure and Efficient Mesh Routing 
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Unmanned Aerial Vehicle: 

Mesh Access Point 

Rescue Van: 

Mesh Gateway / 

Control Station 

Main Application Scenario 
UAV-WMN-Assisted Rescue Operations  

Fire Fighter: 

Mobile Mesh  

Client 

Flight Trajectory 

Burning Hall 

Mesh Router / 

Client 

UAV-WMN: Unmanned Aerial Vehicles combined with WLAN Mesh Networks 

Aerosol Plume 

 Exploration 

Establishing an Ad-Hoc Reliable Network for: 

 Network Provisioning 

 Area Exploration 

Main Goal 

This research focuses on  
the backbone of UAV-WMN
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Scout 

Established routing protocols (e.g., BATMAN, HWMP) and the IEEE 

802.11i/s are not sufficiently secure – for the UAV-WMN backbone 

Problem Statement 

Incident Scene 

Mesh Gateway / 

Gound Station 

Mesh Router 

Adversary 

Wormhole Link 

Blackhole 

 Wormhole-Attack 

• External Attack 

• Goal: Sabotage of the Network 
 

 

 

 
 Blackhole-Attack 

• Internal Attack 

• Goal: Redirecting and 

Eavesdropping the Traffic & 

Sabotage of the Network 

Example Attacks 

I am in the proximity  

of the Gateway! 

Encrypted Frame 

BATMAN: Better Approach to Mobile Ad-hoc Networking, HWMP: Hybrid Wirless Mesh Protocol 
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Limitation of IEEE 802.11i/s in the UAV-WMN Backbone 

FCS: Frame Check Sequence 

MIC: Message Integrity Code 

MPDU: MAC Protocol Data Unit  

    

MAC Header CCMP Header (8 Octets) Data(PDU) >=1 Octets MIC (8 Octets) FCS (4 Octets) 

 

 
Authenticated 

Encrypted 

Authenticated 
 
 
 
 

 

  Not Encrypted 

Manipulating the frame is ‚not possible‘ but  

spoofing the MAC address is easy 

 Wormhole Attack (see upcoming slides) 

IEEE 802.1i/s Ciphertext MPDU  

-Counter-Mode/Cipher Block Chaining-MAC Protocol (CCMP)- 
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Modes of Operation  

-Authentication and Key Management Methods-  

 Enterprise Mode: IEEE 802.1X Authentication Server 

• Interdepedency cycle with secure routing 

o How to exchange the information with the server; using which route? 

• High latency in case of multi-hop  

o > 650 ms in case of 3 hops; what about mobility-based connection loss to the 

server? 

Enterprise Mode 

Further Limitation of IEEE 802.11 i/s in the UAV-WMN Backbone 

Supplicant (IEEE802.11i) / 

Peer (IEEE802.11s) 

Authenticator (IEEE802.11i) / 

Peer (IEEE802.11s) 

Authentication 

Server 

A. Egners, U. Meyer, “FSASD: A framework for establishing security associations for 

sequentially deployed WMN”, IEEE WOWMOM, 2012  
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Modes of Operation  

-Authentication and Key Management Methods-  

 Enterprise Mode: IEEE 802.1X Authentication Server 

• Interdepedency cycle with secure routing 

o How to exchange the information with the server; using which route? 

• High latency in case of multi-hop  

o > 650 ms in case of 3 hops; what about mobility-based connection loss to the 

server? 

 Personal Mode: Pre-Shared Key 

• No dynamic key distribution and revocation 

 Blackhole attack once the key is compromised 

Personal Mode 

Further Limitation of IEEE 802.11 i/s in the UAV-WMN Backbone 

Supplicant (IEEE802.11i) / 

Peer (IEEE802.11s) 

Authenticator (IEEE802.11i) / 

Peer (IEEE802.11s) 

A. Egners, U. Meyer, “FSASD: A framework for establishing security associations for 

sequentially deployed WMN”, IEEE WOWMOM, 2012  

M. Sbeiti, C. Wietfeld, “One Stone Two Birds: On the Security and Routing in Wireless Mesh 

Networks”, IEEE  WCNC, 2014 
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Modes of Operation  

-Authentication and Key Management Methods-  

 Enterprise Mode: IEEE 802.1X Authentication Server 

• Interdepedency cycle with secure routing 

o How to exchange the information with the server; Using which route? 

• High latency (multi-hop)  

o > 650 ms in case of 3 hops; What about mobility-based connection loss to the 

server? 

 Personal Mode: Pre-shared key 

• No dynamic key distribution and revocation 

 Blackhole attack once the key is compromised (see upcoming slides) 

 

Personal Mode Enterprise Mode 

Further Limitation of IEEE 802.11 i/s in the UAV-WMN Backbone 

Supplicant (IEEE802.11i) / 

Peer (IEEE802.11s) 

Authenticator (IEEE802.11i) / 

Peer (IEEE802.11s) 

Authentication 

Server 

A. Egners, U. Meyer, “FSASD: A framework for establishing security associations for 

sequentially deployed WMN”, IEEE WOWMOM, 2012  

 

It is inevitable to deploy a secure routing protocol 

 

While the personal mode can be contemporary used  

to provide a basic level of security (link security) 

 Frame authentication < 250 μs per message on Roboard RB110 

(x86 1GHz, 256 Mbytes DRAM) 
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Agenda 

 Application Scenario and Problem Statement (Secure Routing 

Vulnerabilities) 

• Limitations of IEEE 802.11i/s 

 Existing Secure Routing Proposals 

• Deployment Impediments 

 PASER (Assumptions, Goals, and Building Blocks) 

 Selected Results 

• Experimental Analysis of the Wormhole Attack 

 

 PASER: Position Aware Secure and Efficient Mesh Routing 
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Protocol Name Cryptosystem Class Main Security Mechanisms 

SEAD 
Elsevier Ad Hoc Networks, 2003 

 

 

 

Symmetric-key 

MAC, Hash Chain, Merkle Tree 

SHWMP  
Springer Transactions on Computational Science, 2009 

MAC, Merkle Tree 

SEAODV 
International Journal of Network Security, 2011 

MAC 

Ariadne 
Springer Wireless Networks, 2005 

 

 

Symmetric-key 

(or asymmetric) 

MAC (or Digital Signature),  Merkle 

Tree 

Castor   
IEEE INFOCOM, 2010  

MAC (or Digital Signature),  Merkle 

Tree, PDR per Flow 

ARAN   
IEEE Journal on Selected Areas in Communications, 2005  

 

 

 

 

 

 

 

Asymmetric-key 

Digital Signature (PKI) 

IBC-HWMP   
Wiley Online Library on Concurrency and Computation, 2013 

Digital Signature (IBC), Neighbor 

Monitoring 

IBC/ECDSA-RAOLSR  
IEEE ICC, 2014 

Digital Signature (IBC/PKI-ECC) 

SAODV  
ACM WiSe, 2002  

Digital Signature (PKI), Hash 

Chain  

SOLSR   
IEEE AINA, 2005 

Digital Signature (PKI), Hash 

Chain, Temporal Leash  

SWMP  
International Journal of Network Security, 2014 

Digital Signature (PKI), 

Overview of Selected Secure Routing Proposals  

ECC: Elliptic Curve Cryptography, IBC: Identity Based Cryptography, MAC: Message Authentication Code, PDR: Packet Delivery Ratio, PKI: Public Key Infrastructure 



Communication Networks Institute 

Prof. Dr.-Ing. C. Wietfeld 

Slide 11 Mohamad Sbeiti PASER: Secure and Efficient Routing Approach for Highly Dynamic WLAN Mesh Networks 

Protocol Name Cryptosystem Class Main Security Mechanisms 

SEAD 
Elsevier Ad Hoc Networks, 2003 

 

 

 

Symmetric-key 

MAC, Hash Chain, Merkle Tree 

SHWMP  
Springer Transactions on Computational Science, 2009 

MAC, Merkle Tree 

SEAODV 
International Journal of Network Security, 2011 

MAC 

Ariadne 
Springer Wireless Networks, 2005 

 

 

Symmetric-key 

(or asymmetric) 

MAC (or Digital Signature),  Merkle 

Tree 

Castor   
IEEE INFOCOM, 2010  

MAC (or Digital Signature),  Merkle 

Tree, PDR per Flow 

ARAN   
IEEE Journal on Selected Areas in Communications, 2005  

 

 

 

 

 

 

 

Asymmetric-key 

Digital Signature (PKI) 

IBC-HWMP   
Wiley Online Library on Concurrency and Computation, 2013 

Digital Signature (IBC), Neighbor 

Monitoring 

IBC/ECDSA-RAOLSR  
IEEE ICC, 2014 

Digital Signature (IBC/PKI-ECC) 

SAODV  
ACM WiSe, 2002  

Digital Signature (PKI), Hash 

Chain  

SOLSR   
IEEE AINA, 2005 

Digital Signature (PKI), Hash 

Chain, Temporal Leash  

SWMP  
International Journal of Network Security, 2014 

Digital Signature (PKI), 

-STRONG  ASSUMPTION- 

A REAL-TIME KEY MANAGEMENT METHOD 

 Interdependeny Cycle  
 

R. Bobba, L. Eschenauer, V. Gligor, and W. Arbaugh, “Bootstrapping Security Associations for Routing in Mobile Ad-hoc Networks”,  in IEEE GLOBECOM, 2003 

S. Zhao, R. Kent, and A. Aggarwal, “A Key Management and Secure Routing Integrated Framework for Mobile Ad-hoc Networks”,  Elsevier Ad Hoc Netowrks, 2013 

Deployment Impediment in UAV-WMN 

ECC: Elliptic Curve Cryptography, IBC: Identity Based Cryptography, MAC: Message Authentication Code, PDR: Packet Delivery Ratio, PKI: Public Key Infrastructure 
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Protocol Name Cryptosystem Class Main Security Mechanisms 

SEAD 
Elsevier Ad Hoc Networks, 2003 

 

 

 

Symmetric-key 

MAC, Hash Chain, Merkle Tree 

SHWMP  
Springer Transactions on Computational Science, 2009 

MAC, Merkle Tree 

SEAODV 
International Journal of Network Security, 2011 

MAC 

Ariadne 
Springer Wireless Networks, 2005 

 

 

Symmetric-key 

(or asymmetric) 

MAC (or digital signature),  Merkle 

Tree 

Castor   
IEEE INFOCOM, 2010  

MAC (or digital signature),  Merkle 

Tree, PDR per Flow 

ARAN   
IEEE Journal on Selected Areas in Communications, 2005  

 

 

 

 

 

 

 

Asymmetric-key 

Digital Signature (PKI) 

IBC-HWMP   
Wiley Online Library on Concurrency and Computation, 2013 

Digital Signature (IBC), Neighbor 

Monitoring 

IBC/ECDSA-RAOLSR  
IEEE ICC, 2014 

Digital Signature (IBC/PKI-ECC) 

SAODV  
ACM WiSe, 2002  

Digital Signature (PKI), Hash 

Chain  

SOLSR   
IEEE AINA, 2005 

Digital Signature (PKI), Hash 

Chain, Temporal Leash  

SWMP  
International Journal of Network Security, 2014 

Digital Signature (PKI), 

EXPENSIVE OPERATIONS ON EMBEDDED SYSTEMS 

Deployment Impediment in UAV-WMN 

-STRONG  ASSUMPTION- 

A REAL-TIME KEY MANAGEMENT METHOD 

 Interdependeny Cycle  
 

R. Bobba, L. Eschenauer, V. Gligor, and W. Arbaugh, “Bootstrapping Security Associations for Routing in Mobile Ad-hoc Networks”,  in IEEE GLOBECOM, 2003 

S. Zhao, R. Kent, and A. Aggarwal, “A Key Management and Secure Routing Integrated Framework for Mobile Ad-hoc Networks”,  Elsevier Ad Hoc Netowrks, 2013 

and Encryption/Decryption
RSA Digital Signature
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Average Computational Time on  

Roboard RB110 (x86 1GHz, 256 Mbytes DRAM)  

– ftrace, 30 Measurements –  

T. Wollinger, J. Guajardo, and C. Paar, “Cryptography in Embedded Systems: An Overview,” 

in Embedded World, 2003 

R. Knobler, P. Scheffel, S. Jackson, K. Gaj, J. Kaps, “ Breaking Down the Barriers of Using 

Strong Authentication and Encryption in Resource Constrained Embedded Systems”    

SPIE Mobile Multimedia/Image Processing, Security, and Applications, 2013 
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Agenda 

 Application Scenario and Problem Statement (Secure Routing 

Vulnerabilities) 

• Limitations of IEEE 802.11i/s 

 Existing Secure Routing Proposals 

• Deployment Impediments 

 PASER (Assumptions, Goals, and Building Blocks) 

 Selected Results 

• Experimental Analysis of the Wormhole Attack 

 

 PASER: Position Aware Secure and Efficient Mesh Routing 
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PASER: Postion Aware Secure and Efficient Mesh Routing 

 Main Novelty (one stone two birds) 

• Efficient secure routing 

+ Combine asymmetric and symmetric cryptosystems 

+ Take the specifics of the target network into consideration (e.g., closed 

network with a central node) 

• Routing‘s in-band key management  

+ Solve the interdependency cycle between secure routing and key 

management 

 Security Goals: Neighbour authentication, message authentication, 

message freshness, and dynamic key management 

1. Prevent external attackers from manipulating the routing process  

2. Dynamically exclude compromised nodes / update keys 

3. Minimize the harm of internal attackers 
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PASER Assumptions 

 Network Model 

• Restricted network access (closed network) 

• Central unit with a key distribution center, e.g., ground station 

• Reliable link between mesh gateways and key distribution center 

• Publik key infrastructure (certificates) 

• Availability of secure position information, e.g., Galileo public regulated services 

 Attacker Model 

 

 

 

Type Class Name Description 

External 
Elementary 

Time-based replay Recording routing messages and resending these at later times 

Position-based replay Recording routing messages and resending these at another location 

MAC impersonation Faking the identity of legitimate nodes using MAC spoofing 

Compound Wormhole Position-based replay & MAC impersonation 

Internal 
Elementary 

Flooding Continuous route discovery towards non-existing destinations 

Path diversion Forging routing messages (tempering the metric) 

IP impersonation Faking the identity of legitimate nodes using IP spoofing 

Fabrication Generating forged route replies (pretending of having optimal routes) 

Compound Blackhole Path diversion & IP impersonation 
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Hash 

 h2 

 Root := Hash (h12 II h34) 

  h12 := Hash (h1 II h2) 

PASER Building Blocks 
One-time Neighbor Authentication Tokens (Unique Use of a Merkle Tree) 

 
1. Y generates 2n pseudo random secrets  

2. Y computes the tree root element  

      of a Merkle tree) 

3. Y broadcasts the tree root element during  

      trust establishment with neighbors 

 

 

 

 

Mesh Node (Y) 

 Secret1  Secret2  Secret3  Secret4 

Generation of random secrets 

Hash Hash Hash 

Hash 

 h1  h3  h4 

Mesh Node (G) 

RootY 

  h34 := Hash (h3 II h4) 

Legend 
Signed  

Messages  

      With GTK  

Hashed Messages 

100111 10 0000 00 00 00 00
Initialization Vector (Public Counter) Random Value

(l-n) bitsn bits
l bits

00000000

RootY 

Asymmetric Crypto 
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PASER Building Blocks 
Trust Establishment: Joining the Network or Refreshing the Keys 

 

(UB-RREQbasic, NonceY, RootY, IVY, GeoY, CertY)SignY 

(UU-RREPbasic, RootG, IVG, GeoG, CertG, KDC-BlockY)SignG 

(TU-RREP-ACKbasic, GeoY, GTKNr, SecY0, AuthY0) HashGTK  

Mesh Access Point (Y) Mesh Gateway (G) 

(NonceG, 

(GTKNr)SignKDC, 

(Transient Group Key (GTK),  

Transient Client Key (CTK))EncPK-G, 

Certificate Revocation List)SignKDC  

T
ru

s
t 

e
s

ta
b
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s

h
m
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t 
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Key Distribution Center (KDC) 

KDC-BlockY 

K
D

C
-B

lo
c

k
G

 

Legend 

UB: Untrusted Broadcast  

UU: Untrusted Unicast 

TU: Trusted Unicast 

Unfrequent Steps 

(only during registration  

and key refresh) 

Reliable Channel 

Demonstration events of the dynamic 

refresh of network keys include: 
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(UB-RREQbasic, NonceY, RootY, IVY, GeoY, CertY)SignY 

PASER Building Blocks 
Trust Establishment: Meeting New Neighbors 

 

(TU-RREP-ACKbasic, GeoY, GTKNr, SecY0, AuthY0) HashGTK  

Mesh Access Point (Y) 

T
ru

s
t 

e
s
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b
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s
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m
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t 
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e
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(UU-RREPbasic, NonceY, RootZ, IVZ, GeoZ, CertZ)Signz Legend 

UB: Untrusted Broadcast  

UU: Untrusted Unicast 

TU: Trusted Unicast 

Unfrequent Steps 

(only during registration  

and key refresh) 

Reliable Channel 

Demonstration events of the dynamic 

refresh of network keys include: 

Mesh Router (Z) 
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  h12 := Hash (h1 II h2) 

1. Y generates 2n pseudo random secrets  

2. Y computes the tree root element  

      of a Merkle tree) 

3. Y broadcasts the tree root element while  

      registering at a Key Distribution Center 

4. Y discloses one secret token with each  

      control message 

5. G calculates              

      and compares it with RootY 

If both roots are equal ->  

                          Y is definitely the sender 

 

 

 

 

Mesh Node (Y) 

 Secret1  Secret2  Secret3  Secret4 

Generation of random secrets 

Hash Hash Hash Hash 

 Root := Hash (h12 II h34) 

Hash 

 h1  h2  h3  h4 

RootY 

Control Message1, Secret1, h2, h34  

Rootcalculate (Secret1, h2, h34) ?= RootY 

  h34 := Hash (h3 II h4) 

Legend 
Signed  

Messages  

      With GTK  

Hashed Messages 

Rootcalculate (Secret1, h2, h34) 
Processing time is negligible  

Asymmetric Crypto 

M. Sbeiti, J. Pojda, C. Wietfeld, "Performance Evaluation of PASER - an Efficient Secure Route Discovery Approach for Wireless Mesh Networks", IEEE  PIMRC, 2012 

Mesh Node (G) 

RootY 

140
145

150

155

160

165

170

175

180

185

1024 4096 16384 65536

T
im

e
 [
u

s
]

Number of Secrets

Measured Costs
Estimated Costs

Secret Verfication 

Q (log2(Number of Secrets)) 
 

Overall processing time on RB 110 < 300 μs 

 More than 75 times faster than 

asymmetric-RSA operations 

 

PASER Building Blocks 
Two Security Levels of the Communication between Trusted Neighbors 
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Agenda 

 Application Scenario and Problem Statement (Secure Routing 

Vulnerabilities) 

• Limitations of IEEE 802.11i/s 

 Existing Secure Routing Proposals 

• Deployment Impediments 

 PASER (Assumptions, Goals, and Building Blocks) 

 Selected Results 

• Experimental Analysis of the Wormhole Attack 
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 PASER is thoroughly compared in 

 

with: 

• ARAN (1557 citations): Well-known secure routing protocol 
K. Sanzgiri, D. La Flamme, B. Dahill, B. Levine, C. Shields, and E. Belding-Royer, “Authenticated Routing 

for Ad hoc Networks,” IEEE Journal on Selected Areas in Communications, vol. 23, nr. 3, 2005 

• HWMPS: HWMP (part of the IEEE 802.11s standard)                

+ IEEE 802.11s security 

• BATMANS: BATMAN (widely used in community networks)            

      + IEEE 802.11i  

 Conclusion (results are available upon request): 

 

 

On the Security and Performance of PASER 

o PASER mitigates more attacks than the three solutions in UAV-WMNs 

o PASER achieves performance comparable to that of HWMPS in UAV-WMN-

assisted network provisioning and area exploration scenarios 

M. Sbeiti, N. Goddemeier, D. Behnke and C. Wietfeld, „PASER: Position- Aware, Secure, and Efficient 

Routing Approach for Airborne Mesh Networks”, IEEE Transactions on Wireless Communications - 

submitted 
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MESHUNIT1

MAC:*:86

MESHUNIT2 MESHUNIT3 MESHUNIT4 MESHUNIT5

MAC:*:e4

WLAN Link

LAN

Legend

Laptop for Network 

Control and 

Visualisation

NIC1: Monitor Mode 
NIC2: Ad-Hoc/Mesh Mode

MACNIC2: Destination.MAC (*:e4)

NIC1: Monitor Mode  
NIC2: Ad-Hoc/Mesh Mode

MACNIC2: Sender.MAC (*:86)

Ethernet Wormhole Tunnel

Experimental Setup of the Wormhole Attack 

 Iperf UDP Client 3.5Mb/s        Iperf UDP Server 

Attacker only forwards  

encrypted data frames < 500 Bytes  

(threshold for routing messages) 

Incoming PASER packet… 

   - allowed distance: 250m 

   - acquiring position… 

   - measured distance: 800m 

 

Discarding packet! 

Deleting neighbor! 

Updating all routes via neighbor! 
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M. Sbeiti, C. Wietfeld, “One Stone Two Birds: On the Security and Routing in Wireless Mesh Networks”, IEEE  WCNC, 2014 



Communication Networks Institute 

Prof. Dr.-Ing. C. Wietfeld 

Slide 24 Mohamad Sbeiti PASER: Secure and Efficient Routing Approach for Highly Dynamic WLAN Mesh Networks 

 0

 500

 1000

 1500

 2000

 2500

 3000

 3500

 4000

 0  20  40  60  80  100  120  140  160

G
o
o

d
p
u
t 
[k

b
it
/s

]

Time [s]

Impact of the Wormhole Attack in the Experimental Testbed 

PASER HWMPS BATMANSHWMPS BATMANS

Reliable Network in 

Case of PASER 

Sabotaged Network 

Despite the IEEE 

Security Frameworks 

W
o

rm
h

o
le

 

A
c
ti

v
a

ti
o

n
 P

e
ri

o
d

 

 

PASER mitigates the wormhole attack, 

due to its security features  

and its geographical leash mechanisms 

 

HWMPS and BATMANS are vulnerable  

to the wormhole attack;  

ARAN as well: J. Sen, “Security and Privacy Issues in Wireless Mesh 

Networks: A Survey,” CoRR, vol. abs/1302.0939, 2013 

 Nor ARAN neither other existing secure routing proposals have an open source running 

implementation on linux kernels > 2.4; current stable version 3.19 

M. Sbeiti, C. Vogel, A. Wolff, C. Wietfeld, „ROUTE-O-MATIC: A Comprehensive 

Framework for Reactive Mesh Routing Protocols“, International Conference on 

Computing, Networking and Communications - ICNC, 2013. 
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“(Secure) and good communication is as stimulating as black 

coffee – and just as hard to sleep after” 

                   Anne Morrow Lindbergh 

          

 

JOIN US: www.PASER.info 

 

 

 

 
 

Thank you for your attention 


