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Figure is taken from www.industrialradio.de - “Funktechnologien für Industrie 4.0“, available on 
www.industrialradio.de/Attachments/Funktechnologien_Industrie_4.0_Web.pdf, accessed on 14.05.2019

Wireless Communications

http://www.industrialradio.de/Attachments/Funktechnologien_Industrie_4.0_Web.pdf
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Industry 4.0 Applications - Requirements 
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VDE-Positionspapier Funktechnologien für Industrie 4.0

II-6, II-7, II-9, III-18]. Dabei wird ersichtlich, dass es eine sehr große Bandbreite an Anwendungen mit teil-
weise recht unterschiedlich ausgeprägten Anforderungen gibt, von denen einige hinsichtlich Latenz und 
Zuverlässigkeit sehr kritisch sind. So unterscheiden sich die Anforderungen aus der diskreten Fertigung 
von denen der Condition Monitoring-Anwendungen oder einer Augmented-Reality-Brille doch beträcht-
lich. Aus der Sicht des Anwenders sollte ein schlüssiges Gesamtkonzept je nach Anwendungsanforde-
rung verschiedene Technologien koordinieren, so dass Komplexität, Installationskosten und Betriebskos-
ten minimiert werden können. 

Diagnose & Wartung Diskrete Fertigung Lager und Logistik
Prozess-
automa-
tisierung

Augmen-
ted  

Reality

Funktio-
nale  

Sicher-
heit

Generell

Condi-
tion  

Monito-
ring

Generell Motion 
Control Generell AGV Kran-

szenario

Latenz (Sensor zu 
 Controller zu Aktor) > 20ms 100ms 1 ms – 

12 ms
250 μs – 

1 ms > 50 ms 15 ms – 
20 ms

15 ms – 
20 ms

50 ms 
– Xs 10 ms 10 ms

Zuverlässigkeit 
(i.S.  „erfolgreich“ innerh. 

der Latenzanf. )
1 – 10–4 1 – 10–5 1 – 10–9 1 – 10–9 > 1 – 10–2 > 1 – 10–6 > 1 – 10–6 1 – 10–5 1 – 10–5 1 – 10–9

Datenrate kbit/s – 
Mbit/s kbit/s kbit/s – 

Mbit/s
kbit/s – 
Mbit/s

kbit/s – 
Mbit/s

kbit/s – 
Mbit/s

kbit/s – 
Mbit/s kbit/s Mbit/s – 

Gbit/s kbit/s

Paketgrößen > 200 
Byte

1 – 50 
Byte

20 – 50 
Byte

20 – 50 
Byte

< 300 
Byte

< 300 
Byte

< 300 
Byte

< 80 
Byte

> 200 
Byte

< 20 
Byte

Reichweiten 
(zw. komm. Geräten) < 100 m 100 m – 

1 km < 100 m < 50 m < 200 m ~ 2 m < 100 m 100 m – 
1 km < 100 m < 30 m

Bewegungs- 
geschwindigkeit 0 m/s < 10 m/s < 10 m/s < 10 m/s < 40 m/s < 10 m/s < 5 m/s

Generell 
keine, 
sonst 

< 10 m/s

< 3 m/s <10 m/s

Zeitkritische Mobilitäts-
unterstützung nein nein nein nein nein ja nein nein nein ja

Gerätedichte 0,33 –  
3 m–2

10 –  
20 m–2

0,33 –  
3 m–2 < 5 m–2 ~ 0,1 m–2 ~ 0,1 m–2 ~ 0,1 m–2 10.000 / 

Fabrik
> 0,03 – 
0,02 m-2

> 0,03 – 
0,02 m-2

Energieeffizienz n/a 10 Jahre n/a n/a n/a < 8h n/a 10 Jahre 1 Tag n/a
Lokalisierungs- 

genauigkeit < 50 cm < 50 cm n/a n/a < 1 cm < 5 cm < 10 cm < 50 cm n/a < 50 cm

Tabelle II-1: Selektierte industrielle Anwendungen und ihre Anforderungen. Diese Tabelle ist das Ergeb-
nis aus einer Reihe von Publikationen [II-1, II-2, II-4, II-5, II-6, II-7, II-9] und den BMBF geförderten ZDKI 
Projekten [III-18].

II.2 Industrie 4.0-Anwendungen, die nur mit Funk möglich sind 

Im vorherigen Abschnitt wurden gegenwärtige industrielle Anwendungen und ihre Anforderungen 
beschrieben. Die Funkkommunikation kann hierbei typischerweise als eine Kabelersatzlösung gesehen 
werden. In diesem Abschnitt werden Anwendungsszenarien beschrieben, die erst mit Hilfe von Funk 
überhaupt realisierbar sind. 

Mobile Werkzeuge

Das bekannte Beispiel des Akkuschraubers, der z. B. in der Automobil- oder der Flugzeugfertigung 
eingesetzt wird, um das Drehmoment jeder an einem Produkt angezogenen Schraube per Funkkommu-
nikation in einer Datenbank festzuhalten, wird sich künftig auf weitere intelligente Werkzeuge mit integ-
rierter Qualitätssicherung ausweiten. Diese besitzen entweder eine Anbindung an lokale Server oder an 
cloudbasierte Dienste. Eine drahtlose Kommunikation erlaubt hierbei eine maximale Bewegungsfreiheit 
und somit ein maximales Maß an Ergonomie. Während die Anforderungen an die Kommunikation von 

Table is taken from www.industrialradio.de - “Funktechnologien für Industrie 4.0“, available on 
www.industrialradio.de/Attachments/Funktechnologien_Industrie_4.0_Web.pdf, accessed on 14.05.2019
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Wireless Networks - Definition

Dependability
• Availability – ability of a system to be in a state to perform a 

required function within a given time interval

• Reliability – ability of a system to be in a state to perform a 
required function under given conditions within a given time 
interval

• Maintainability - ability to be retained in, or restored to a 
state to perform as required, under given conditions of use
and maintenance

“ZDKI-FG1_Zuverlässigkeit_EN_210917_v2.pdf”, available on h#p://www.industrialradio.de , accessed on 16th of May
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Legacy IEEE 802.15.4
• Low power, low price, well accepted communication protocol for IoT. 

but,

• Unpredictable latency: if CSMA/CA random access is used

• Prone to interference: no frequency hopping

• High energy consumption of routing nodes: always on listening 
mode regardless of the traffic pattern

Wireless Sensor Networks – IEEE 802.15.4
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Wireless Networks - Challenges

Operation of Wireless Sensor Networks (WSN) in 
industrial environments

Challenges
• Interference from co-located networks (WLANs, 

Bluetooth, etc.)
• Impaired radio channels, e.g. interference from  

production lines, multi-path fading, etc.
• Frequently changing topologies
• …

Overlap between 802.11 and 802.15.4 Channels
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Reliable Wireless Communication – MAC Layer

• 2006: Dust Networks’s Time Sync Mesh Protocol (TSMP)

• 2008: WirelessHART
• TDMA with fixed time slots

• Vendor driven

• 2011: ISA 100.11a
• TDMA (variable time slots) + CSMA

• 2012: IEEE 802.15.4 TSCH (Time Slotted Channel Hopping) mode
• Configurable TDMA – predictable latency, avoids idle listening and extends the 

lifetime

• Channel hopping - improves the reliability in the presence of narrowband 
interference 

• Also known as IEEE 802.15.4e

• Only MAC layer was modified
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Robust, Adaptive and Reliable Wireless Communication for Industrial 4.0 Applications :5

sub channels of 2.4 GHz band are allocated for low power IEEE 802.15.4 devices. This speci�es
two media access schemes: unslotted and slotted mode. The former describes a random-access
network based on Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA) while the latter
can be used in star-topology networks where it is necessary to assign resources exclusively to
nodes. When CSMA/CA is employed, the delay in the network is unbounded due to the random
backo� in use. It cannot be known up-front when a node will be able to access the channel and
delay increases when a lot of nodes content for the channel. In star-topology with slotted mode,
the resources can be allocated to avoid packet collisions. However, the number of resources is very
limited and the usage in multi-hop networks is not speci�ed. Both modes use only a single channel
letting no possibility of dynamically switching channels (so called channel hopping), thus making
these kind of networks prone to interference.

The abovementioned shortcomings are overcame in 4e amendment proposed by IEEE introducing
�ve newMediumAccess Control (MAC)modes for industrial applications which require a very strict
delay bounds. They are TSCH, Deterministic and Synchronous Multi-channel Extension (DSME),
Low Latency Deterministic Network (LLDN), Asynchronous multi-channel adaptation (AMCA)
and Radio Frequency Identi�cation Blink (BLINK) modes. In our work, TSCH mode is enhanced to
cope with coexistence of other interfering sources in harsh industrial environment. Hereafter, an
IEEE 802.15.4e with TSCH mode is called in short as a TSCH network.

2.1.1 Overview 802.15.4 TSCH mode. A TSCH network reduces a continuous packet drops due
to interference on certain channels, by hopping over multiple channels. Further, it guarantees a
reliable packet transmission by using a dedicated time. As shown in �gure 2, a number of timeslots
are grouped into a slotframe and the length of this is called as Slot Frame Length (SFL). The
length of a timeslot in TSCH should be enough to transmit a single data packet and to receive
an acknowledgement. Each link in the network is assigned to one of these timeslots which uses
di�erent channels to avoid data packet collisions. Slotframes repeat over time to enable nodes to
have periodic access.

nth SFL

timeslot

Tx
Data

Rx 
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Tx
Offset

Stop 
Time

(n+1)th SFL(n-1)th SFL

Fig. 2. TSCH Frame Structure

When joining a TSCH network, each node syncs with the network with the reception of an
Enhanced Beacon (EB), which carries all the information about the duration of a timeslot, SFL,
beacon interval, Absolute Sequence Number (ASN) and Hopping Sequence (HS). The HS de�nes a
pattern of channels to be used in the network and ASN shows the total number of timeslots elapsed
since the network was deployed. By the use of ASN and a HS, each node computes the operating
channel to be used in a given time. The equation below shows how to decide the position of the HS
known as f for a given link de�ned in terms of [sloto�set, channelo�set].

f = [(ASN + channelO f f set)]mod[hoppin�SequenceLen�th]
Links can be dedicated to communication between multiple nodes (Shared link) or communica-

tion between two speci�c nodes (Dedicated link). A link maps a channelO�set to a timeslot. The

, Vol. 1, No. 1, Article . Publication date: April 2018.

• SFL: Slot Frame Length
• HS: Hopping Sequence
• f: posi?on of the HS
• ASN: Absolute Slot Number

Link [slotoffset, channeloffset] is 
also called as a cell
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TSCH – Open Issues

SCHEDULING !!!!: Trade off between throughput, delay and power 
consumption

• Centralized vs distributed

• Timeslot length

• How many slots per node pair / Matching with the traffic pattern

• Avoiding internal collisions
• Adaptive cell allocations

• Spectrum sensing – blacklisting of channels

• Synchronization

• Scalability and Deployment 

• …
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6TiSCH Protocol Stack

IETF

IEEE
Simple hardware

Low power, reliability

IETF 6TiSCH WG
6top : add/remove/relocate cells

Distributed dynamic scheduling to match with IP traffic

DetNet WG

6TiSCH architecture

…

Interworking with IP based protocols

Simple web like interfaces CoAP on UDP
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6P Protocol

A

C B

D

E F

No cell collisions

6P Messages for allocating dedicated 
cells among neighbours
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6TiSCH Minimal Scheduling Function - MSF

• Minimal cell
• Shared cell for whole network – Slotted 

Aloha behavior

• Enhanced Beacons, broadcast routing 
info

• Autonomous cell
• Only shared among neighbors

• 2 types: 

• Upstream cell - computed based 
on the MAC address of the 
upstream neighbor

• Downstream cell – computed 
based on own MAC address

• Used to allocate dedicated cells among 
neighbors 

• Add/Delete/Relocate 6P messages
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6TiSCH Minimal Scheduling Function - MSF

• Managed cell
• A pair of dedicated cells per 

neighbor for unicast traffic

• Open Issues
• To avoid cell collisions

• By monitoring the PDR per cell
• If PDR < “given threshold”, 

reallocate cells

• Adaptive cell allocation based on 
traffic

• Based on cell usage

[Cells-Used/Cells-Elapsed]

cell collisions
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MSF – Implementation in Contiki OS 

Marvin Jürgensen, Bachelor Thesis, May 2019, TUHH



1529.05.19

DRAISE: Drahtlose, Robuste, Adaptive, Industrielle Systeme
• Duration: 02/2016 – 04/2019
• Funding: BMBF KMU-Innovativ

Goal: Develop reliable, low latency sensor network for
industrial environments based on existing protocols
(IEEE 802.15.4 TSCH mode, Wireless HART, ISA100.11a)

Methods: Redundancy on all layers, optimized schedule by 
Linear Programming, Cognitive Radio & Cooperative 
Spectrum Sensing , Mathematical modelling, testbed and 
simulation

© industrieblick / Fotolia.com / VIRTENIO GmbH

DRAISE Project
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DRAISE - Robust and Reliable Wireless 
Communication

• Scheduling Function that adapts to interference locally
• Designed to be used within the IETF 6TiSCH stack

Ini$al Schedule 
Nego$a$on

Con$nuous 
Spectrum Sensing Blacklisting Interference 

Avoidance
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SF with Soft Blacklisting (SFSB)

SFSB: Scheduling function based on dynamic 
cell allocation between node pairs with 
extended features

• Local Blacklisting for bad channels

• Private blacklist

• Neighbor blacklist per neighbor
• Channel swapping in case the node 

picks blacklisted channel from either 
private or neighbor blacklist

Channel diversion using channel swap offset in SFSB

Local vs. global blacklisAng
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Performance Evaluations – SFSB

ComNets Testbed
6 Static Nodes and 1 Access Point

• Node-7 is the sink node

• Access Point – traffic on channel-6

Institute testbed

Overlap between IEEE 802.11 and 802.15.4 channels

Robust, Adaptive and Reliable Wireless Communication for Industrial 4.0 Applications :13

Table 2. T����������

Transceiver AT86RF231 AT86RF233
Current RX 12.3 mA 11.8 mA (-50% RPC)
Current TX 14 mA 13.8 mA
Output Power +3 dBm +4 dBm
Sensitivity -101 dBm -101 dBm
Extra features - Reduced Power Consumption

modes, Time and phase measure-
ment

The host systems in which the radio module Preon32 is used are the products "PreonGate" and
a project-speci�c "button box". The Preon32 serves as the central control unit for all peripheral
components as well as for radio communication via IEEE 802.15.4.
The PreonGate is a mobile gateway for IEEE 802.15.4 radio networks. The PreonGate connects

the local radio network directly to the IP-based Internet via GPRS. The PreonGate is the root node
in the 6LoWPAN network.
The button box is used for monitoring a production process. The independent recording of the

own location (relative X-Y coordinate) within de�ned geographical areas in the production process
is realized via ultra-wideband radio ("UWB") [6]. User inputs are digitized via 5x buttons and the
current status is indicated via LEDs. The button box acts as an end node in the 6LoWPAN network,
transmitting location data and user inputs to the root via UDP packets.

A separate Preon32module [1] is used as co-processor for the dual-radio (see section 3.2) spectrum
sensing function. The additional module is connected to the host system by an expansion port and
an adapter board. The picture 8 shows the used hardware with the second Preon32 and the button
box.

Fig. 8. Project hardware, bu�on box with dual-radio and UWB

4.2 Integration of all algos and spectrum sensing
The Contiki operating system is used as the basis for development in the 6LowPan/TSCH context.
A platform de�nition with additional drivers was created for the Preon32 radio module.

For the use of TSCH/Contiki the existing driver for the radio AT86RF231 was improved, so that
the requirements for the TSCH implementation of Contiki could be achieved. For this purpose, the
driver was extended by functions and a number of time-related con�guration parameters were
added (see also [8]).
The most important feature to implement was the "poll mode", in which interrupts of the

transceiver are deactivated and the driver never calls upper layers of the network stack. Automatic

, Vol. 1, No. 1, Article . Publication date: April 2018.

Virtenio Sensor Node with 6TiSCH
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Performance Evaluations – SFSB

‣ Experiment with Low Traffic
• 5 sec inter arrival time & 

5 sec random offset

‣ Experiment with High Traffic
• 1 sec inter arrival time & 

100 ms random offset

Average PRR with low traffic

If the node does not 
hear the blacklist

Average PRR with high traffic
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Thank you! Questions?


